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1. Introduction 
 

This	  document	  serves	  as	  a	  User	  Guide	  for	  the	  Nuclear	  Regulatory	  Commission	  (NRC)	  external	  partners	  
that	  have	  a	  need	  to	  use	  NRC’s	  secure	  web	  based	  applications.	  	  More	  specifically,	  it	  describes	  the	  process	  
through	  which	  an	  authorized	  user	  may	  replace	  their	  digital	  certificate	  in	  the	  event	  it	  becomes	  lost.	  

Once	  the	  applicant	  has	  replaces	  their	  digital	  credential,	  the	  new	  one	  can	  be	  used	  to	  access	  NRC’s	  secure	  
web	  based	  applications	  directly	  over	  the	  Internet.	  
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2. Digital Certificate Replacement Process 
 

This	  section	  takes	  the	  External	  Partner	  through	  the	  replacement	  process	  of	  an	  NRC	  digital	  certificate.	  	  It	  
assumes	  that	  the	  External	  Partner	  has	  completed	  both	  the	  credential	  enrollment	  and	  activation	  
processes	  and	  remembers	  their	  certificate’s	  challenge	  phrase.	  	  Each	  necessary	  screen	  is	  captured	  with	  
an	  explanation	  of	  what	  the	  user	  is	  to	  comply	  with	  on	  each	  screen.	  

NOTE:	  	  If	  the	  user	  does	  not	  remember	  their	  challenge	  phrase	  they	  will	  need	  to	  contact	  the	  appropriate	  
NRC	  Application	  Help	  Desk.	  	  Please	  see	  section	  three	  of	  this	  document	  for	  contact	  information.	  

	  

1. Launch	   the	   Microsoft	   Internet	   Explorer	   web	   browser	   and	   navigate	   to	   the	   NRC	   External	  
Credential	  Service	  using	  the	  appropriate	  link	  below	  to	  revoke	  your	  new	  digital	  certificate.	  

A. Level	  1	  Digital	  Certificates	  à	  https://pki.nrc.gov/Rudimentary	  

	  

	  
	  

B. Level	  3	  Digital	  Certificates	  à	  https://pki.nrc.gov/Basic	  
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2. The	   first	   step	   of	   the	   replacement	   process	   is	   to	   revoke	   your	   lost	   certificate.	   	   To	   begin	   the	  
revocation	  process	  click	  on	  “Revoke”,	  then	  enter	  your	  email	  address	  and	  click	  the	  “Search”	  
button	  just	  below	  the	  email	  box.	  
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3. Identify	  and	  select	  your	  lost	  certificate	  from	  the	  list	  presented.	  
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4. Confirm	  that	  you	  have	  selected	  the	  correct	  certificate	  for	  revocation	  and	  click	  the	  “Revoke”	  
button	  
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5. Enter	  your	  challenge	  phrase	  and	  click	  “Revoke”	  
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NOTE:	  	  If	  you	  do	  not	  remember	  your	  challenge	  phrase	  you	  will	  need	  to	  contact	  the	  
appropriate	  NRC	  Application	  Help	  Desk.	  	  Please	  see	  section	  three	  of	  this	  document	  for	  
contact	  information.	  

	  

6. Confirm	  that	  your	  digital	  certificate	  was	  successfully	  revoked.	  

	  

7. Navigate	  to	  the	  External	  Credentialing	  Service	  login	  screen,	  enter	  your	  username	  and	  
password	  and	  click	  “Login”	  	  
https://pki.nrc.gov/ExternalCredentialingService/Account/Login	  
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8. Once	  you	  have	  logged	  into	  the	  External	  Credentialing	  Services	  website	  click	  “Replace	  Token”	  
from	  the	  “My	  Requests”	  menu.	  

	  
	  

9. On	  the	  “Request	  a	  replacement	  credential”	  screen	  select	  “Lost”	  from	  the	  drop	  down	  
selection	  box	  and	  click	  “Continue”	  
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10. Your	  request	  for	  a	  replacement	  digital	  certificate	  has	  been	  completed.	  
	  

	  
	  

11. You	  will	  receive	  an	  Email	  notification	  once	  your	  request	  has	  been	  approved.	  	  The	  email	  will	  
contain	  an	  activation	  code	  that	  you	  will	  need	  to	  activate	  your	  replacement	  digital	  certificate.	  	  
Follow	  the	  steps	  outlined	  in	  the	  Digital	  Certificate	  Activation	  Guide	  activate	  your	  
replacement	  digital	  certificate.	  
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3. Support 
	  

Please	  visit	  the	  appropriate	  support	  resources	  for	  help	  and	  troubleshooting:	  

1. User	  Guides	  –	  located	  at	  https://pki.nrc.gov/ecs/guides.html 
 

2. Application	  Support	  Desks 
a. Integrated	  Source	  Management	  Portfolio	  (ISMP)	  	   

Phone:	  877-‐671-‐6787	  
eMail:	  ISMPHelp.Resource@nrc.gov 

b. Electronic	  Submittal	  (EIE)	  	  
Phone:	  866-‐672-‐7640	  
	  eMail:	  Meta_System_Help_Desk.Resource@nrc.gov	  

	  


